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About This Document

The purpose of this document is to provide step-by-step instructions for configuring the Wrong-
Way Vehicle Detection System (WWVDS, also referred to as “the system”), including
configuration instructions for:

e Detection and confirmation cameras
e Detection and confirmation zones

e Al engine

e Connected signs

e Network switch

The document also explains how to:

e Export configuration settings for backup and recovery purposes

e Import previously saved configuration settings

Additional Resources

Additional information about the WWVDS can be found in the following documents:

e “WWVDS Installation Manual”
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Prerequisites and Tools

The key items you will need to set up a WWVDS are as follows:
¢ WWVDS and signs

e Computer with a network interface card

4 |P addresses
Ethernet cable

WWVDS and Signs

The system and signs must be properly installed and connected to the power source.

For more information, see the “WWVDS Installation Manual’.
Computer
To set up the system, you will need a computer with an Internet browser.
This manual assumes that your computer has the following configuration:
e Operating system (OS):

o Windows 10 or 11
¢ Internet Browser, e.g.:

o Google Chrome
o Microsoft Edge
o Mozilla Firefox

e Screen resolution: at least 720x480 pixels
e Connection to the same network switch as WWVDS unit using an Ethernet cable

GovComm has tested the WWVDS web interface only with the software listed above. If you are
using a different OS and/or browser, the results may vary.

IP addresses

You will need at least 4 IP addresses allocated in the same IP subnet:

e 1 |P address for the WWVDS
e 2 |P addresses for IP cameras

o 1 IP address for detection camera
o 1 IP address for confirmation camera

e 1 1P address for the computer you will use to configure the WWVDS

If you are not sure what these addresses are, contact the network administrator at the
appropriate Department of Transportation (DOT) office to confirm that IP addresses have been
allocated and are valid.
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Without prior configuration of IP addresses by the DOT network administrator, the system
cannot be configured and operational. Allocation and assignment of IP addresses may take
some time, so request IP addresses in advance.

Cables

You will need an Ethernet cable (CAT5 or CAT6) to connect your computer to the WWVDS
network interface.

Network Interface with Ethernet Port

If your computer has a built-in Ethernet port (RJ 45 connector), use the Ethernet port to directly
connect your computer to the WWVDS network interface.

If your computer does not have an Ethernet port, you can still connect to the WWVDS using, for
example, a USB to Ethernet adapter or another adapter that adds an Ethernet port to your
computer.

Updated Software and Firmware

In most cases, you do not need to install or update software or firmware for the system or its
components, such as cameras, unless the system is not working properly.

However, given that there is sometimes a gap between the time systems are shipped and the
time they are configured after installation, software updates may be required even during the
initial configuration.

To check if software and/or firmware needs an update, call GovComm Technical Support at
(305) 937-2000.

Supplemental Software Tools

To find the IP addresses of cameras connected to WWVDS, you may use the DeviceManager
software that is provided for free by GovComm.

Configuration Manual

Print this manual or download it to your computer or mobile device and keep it handy when
using the system.
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Connect Computer’s Network Interface to the WWVDS

Connect your computer to the WWVDS unmanaged network switch by using an Ethernet cable.
Your WWVDS network interface has been pre-configured with the following settings:

e |Paddress:10.1.10.64
Subnet mask: 255.255.255.0
o Gateway:10.1.10.1

e Port: 8000

Configure WWVDS cameras to be accessible at IP addresses within the same subnet.

In this manual, the detection camera is configured to use 10.1.10.77 and the confirmation
camera is configured to use 10.1.10.95.

To ensure that the WWVDS equipment and your computer are on the same TCP/IP subnet, you
need to assign your computer's network interface the following settings as described in
“‘Appendix A. Configuring IP”:

e |Paddress: 10.1.10.100
e Subnet mask: 255.255.255.0
o Gateway: 10.1.10.1

Check if you can access the WWVDS web interface at http://10.1.10.64:8000

Artificial Intelligence
Video Vehicle Detection System

()
govcomm

A Synopsel TS company

If you cannot access the web interface, check the TCP/IP settings of your computer: to
communicate, both your computer and WWVDS should belong to the same TCP/IP subnet. For
information on how to configure your computer’s IP address, see “Appendix A. Configuring IP
Addresses”.
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Configure WWVDS Settings

Log in to the WWVDS web interface at http://10.1.10.64:8000 using the default credentials:

e Username: admin
e Password: GovComml

You will see the system home page:

“‘7 govcomm # Home £ Configuration = Reporting @ About . Wed December 04 13:55:46 2024 Hi, admin Logout @
.......................
Video Stream Al v Notifications
Q Wrong-Way — -~
& Presence 2024-12-04 13:38:25 Detection Camera - Optical
20241204 13:36:25 Detection Camera - Thermal
13 Statistics
2024-12-04 13:36:45 Detection Camera - Optical
Pb  Speed 2024-12-04 13:36:45 Detection Camera - Thermal
2024-12-04 13:34:29 Detection Camera - Optical
PP High Speed
2024-12-04 13:34:29 Detection Camera - Thermal
- 2024-12-04 13:33:24 Detection Camera - Optical
System Information)
2024-12-04 13:33:24 Detection Camera - Thermal
Site ID
12 10 sampLE RD | 20241204 13:32:39 Detection Camera - Optical
SilemgeSRSCO NB Oh AN =1 ) 20241204 13:32:39 Detection Camera - Thermal
Name TO SAMPLE RD
Latitude o 26272010 ||
Longitude of -80.296075
IP/mask 10.1.10.64/255.255.255.0
GW 10.1.10.1
DNS 8888 |
WAN IP
SIN 1424723040125
Detection Camera 10.1.10.77 Al Engine

Confirmation Camera ~ 10.1.10.95 Narme: Wrong-Way

Status: Running

Configure Detection Camera

Navigate to Configuration > Detection Camera. You will see the optical video stream settings
for the detection camera (Video Stream 1):

g’ govcomm A Home &% Configuration = Reporting @ About

W Rl viceo stieam2 m

Detection Camera

Wrong-Way ";:;,.(;;);;{‘é; .........................
Engine Enable Stream

User Management Stream Name

Maintenance Detection Camera - Opical

Confirmation Camera streaming URL £X Settings

Signs 1P camera v
[ Flip Image
rtsp://admin:**% @10.1.10.77:554/snilive/1/1

Save

Note: If you do not see any video streams configured, click Add to create a new video stream
from the connected bi-spectrum camera. Configure this new stream using the same settings as
shown in the screenshots provided in this section.

Ensure, an RTSP connection line is specified for channel 1, similar to the following (replace
10.1.10.77 with the IP address you assigned to the detection camera):
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rtsp://admin:******@109.1.10.77:554/snl/1live/1/1

The asterisks (******) mask the password, in the example above, the admin user password.
Click Save after making changes.
Click Video Stream 2 to check the thermal video stream settings:

Verify the second (thermal) video stream points to channel 2 of the bi-spectrum camera (replace
10.1.10.77 with the IP address you assigned to the detection camera):

rtsp://admin: ******@19.1.10.77:554/snl/1ive/2/1
Click Save after making changes.

Once you have completed the configuration process, you should be able to view live video
feeds from both the optical and thermal sensors of the detection camera.

Customize the Detection Area

The detection area is represented by a blue rectangle in the camera preview. To customize its
size and position, drag the red square markers located at the corners of the rectangle. Don't
forget to click Save to apply your changes.

g’ govcomm #A Home & Configuration = Reporting @ About . Wed December 04 14:08:47 2024 Hi, admin Logout @
Detection Camera Vs S
Wrong-Way

Properties ik -
Engine Enable Stream

User Management Stream Name

Maintenance Detection Camera - Optical
Confirmation Camera Streaming URL 3 Settings
Slons 1P camera

CFlip Image

rtsp://admin:+*=+@10.1.10.77:554/snlive/11

i T e b Sl i
Detection Area Configuration Delete Blue zone

You can independently adjust the detection areas for both optical and thermal video streams.
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Configure Wrong-Way Detection Parameters

Navigate to Configuration > Wrong-Way. You will see the detection zone settings for the
optical video stream (Video Stream 1). Enter the traffic management center (TMC) server
parameters in the Intermediaries pane:

g’ govcomm #A Home & Configuration | Reporting @ About

hhhhhhhhhhhhhhhhh

Detection Camera TR

Wrong-Way :
Enable Function : Intermediaries
Engine Vehicle Types § imemediary 1
User Management Reson, O % Host
Motorbike o :
Maintenance car i Pont
) Truck :
Confirmation Camera  gq £ inehesan;2
: % Host
Signs H
i Port
Detection Optimization
Min.Consecutive frames T o
Min.Distance between A
frames
Min.Total distance S
Zones Selection None m
Name Direction Action

2 Top t bottom o | oo |

If there are no detection zones configured, click Add to create a new detection zone:

Zone Properties
Name
7

Direction

Top to bottom

Click inside the blue area to add edge points for the detection zone. The yellow area indicates
the detection zone. Press Enter to finish editing.

€’ govcomm A Home £ Configuration = Reporting @ About . Wed December 04 14:14:38 2024 Hi, admin Logout @
Detection Camera S —— Brevicw
Wrong-Way

Enable Function Intermediaries
Engine Vehicle Types Intermediary 1
User Management Person Host 1011074

Motorbike
Maintenance car Port 3004

I Truck
Confirmation Camera Bus Intermediary 2
" Host hip:/10.1.10.74/govcomm
Signs
Port 80

Detection Optimization

Min.Consecutive frames

4 v
Min.Distance between S
frames
Min.Total distance ——
Zones Selection None m
Name Direction Action
To finish press Enter key. To discard the last drawn vertex, press Esc key.

Ensure the detection zone remains within the blue detection area boundary.
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To set the traffic direction, click outside the yellow zone in the camera view, click the green
arrow, and drag the marker near the arrow point to indicate the traffic flow:

€’ govcomm A Home %X Configuration = Reporting @ About @ VWed December 04 14:14:38 2024 Hi, admin Logout @
Detection Camera P Bretien
Wrong-Way
Enable Function Intermediaries
Engine Vehicle Types Intermeiary 1
User Management Ferson Host 1011074
Motorbike
Maintenance car Port 3004
. ) Truek
Confirmation Camera  g,¢ Intermediary 2
; Host http://10.1.10.74/govcomm
Signs
Port 80
Detection Optimizati
Min.Consecutive frames n %
Min.Distance between 5
frames
Min.Total distance 20 v
Zones Selection None m
Name Direction Action
21 Top o batiom

Click Save to save changes. To apply these changes, you need to perform steps described in
the “Restart Al Engine” section.

Note: Depending on the software version, multipoint detection zones may not be available. In
such cases, rectangular detection zones can be used, which are suitable for most scenarios. If
your project requires multipoint detection zones but your system only supports rectangular
zones, please contact GovComm for a software update.

Ensure the detection parameters in the Detection Optimization pane are configured as shown
on the screenshot below:

........................

Detection Camera Voo eaanz

g’ govcomm A Home & Configuration  |= Reporting @ About

Wrong-Way
Enable Function Intermediaries
Enging Vehicle Types Intermediary 1
User Management Berson O Host
Motorbike 0
Maintenance car Port
o Truck
Confirmation Camera Bus Intermediary 2

Host

Signs

% Detection Optimization

% Min.Consecutive frames e

% Min.Distance between 2 -

: frames

% Min.Total distance % v

Seasessatatssansntatanaantatagasatinans - T
Z01ié¥’ Seieciion Nre
Name Direction Action
21 Top to bottom

Repeat the same steps for Video Stream 2 (thermal). You can independently adjust the
detection optimization parameters for both optical and thermal video streams.
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Configure Confirmation Camera

Navigate to Configuration > Confirmation Camera. You will see the optical video stream
settings for the confirmation camera (Video Stream 1):

g’ govcomm A& Home % Configuration = Reporting @ About

Detection Camera

: RORECENEM Video Stream 2
Wrong-Way — Liiiieeesseeseeseersnneeennnn
Engine Properties
User Maﬁagement @ Enable Stream Enable Detection
Maintenance streaming URL
Confirmation Camera risp:/fadmin:******@10.1.10.95:554/cam/realmonitor?channel=1&subtype=0&unicast=true&pro
Signs Timeout w0 Detection Optimization
3
Time between Min.Consecutive frames 4 v
front & rear
Min.Distance between frames 2 A
Min.Total distance 20 h
Zones Selection None ‘ |
Name Direction Action
21 Bottom to top

Save

Note: If you do not see any video streams configured, click Add to create a new video stream
from the connected bi-spectrum camera. Configure this new stream using the same settings as
shown in the screenshots provided in this section.

Ensure, an RTSP connection line is specified for channel 1, like the following (replace
10.1.10.66 with the IP address you assigned to the confirmation camera):

rtsp://admin: ******@10,1.10.95:554/cam/realmonitor?channel=1&subtype=0&unicas
t=true&proto=0nvif

The asterisks (******) mask the password, in the example above, the admin user password.
Click Save after making changes.

Click Video Stream 2 to check the thermal video stream settings. Verify the second (thermal)
video stream points to channel 2 of the bi-spectrum camera (replace 10.1.10.65 with the IP
address you assigned to the confirmation camera):

rtsp://admin:******@109,1.10.95:554/cam/realmonitor?channel=2&subtype=0&unicas
t=true&proto=0nvif

Click Save after making changes. Once you have completed the configuration process, you
should be able to view live video feeds from both the optical and thermal sensors of the
confirmation camera.
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Customize the Confirmation Area

The confirmation area is represented by a blue rectangle in the camera preview. To customize
its size and position, drag the red square markers located at the corners of the rectangle. Don't
forget to click Save to apply your changes.

You can independently adjust the confirmation areas for both optical and thermal video streams.

Configure Wrong-Way Confirmation Parameters

If there are no confirmation zones configured, click Add to create a new confirmation zone:

Zone Properties

Direction

Bottom to top

Adjust the confirmation zone size and position following the same steps as outlined in the
“Configure Wrong-Way Detection Parameters” section to encompass the desired confirmation
area. Ensure the confirmation zone stays within the blue boundary.

Note: Depending on the software version, multipoint confirmation zones may not be available.
In such cases, rectangular detection zones can be used, which are suitable for most scenarios.
If your project requires multipoint confirmation zones but your system only supports rectangular
zones, please contact GovComm for a software update.

Click Save after making changes. To apply these changes, you need to perform steps described
in the “Restart Al Engine” section.

Ensure the detection parameters in the Detection Optimization pane are configured as shown
on the screenshot below:

g’ govcomm A Home & Configuration | Reporting @ About

....................

Detection Camera

[ Video Stream 1 ] Video Stream 2

Wrong-Way
Engine Properties
User Management Enable Stream Enable Detection

Maintenance Streaming URL

Confirmation Camera rtsp://admin:******@10.1.10.164:554/cam/realmonitor?channel=1&subtype=0&unicast=true&pr

£ Detection Optimization

Signs Timeout

Time between
front & rear

1 Min.Consecutive frames 4 v
1 Min.Distance between frames 2 v

£ Min.Total distance 20 v

Zones Selection None m
Name Direction Action
confirm Bottom to top

Repeat the same steps for Video Stream 2 (thermal).
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You can independently adjust the detection optimization parameters for both optical and thermal
video streams.

Restart Al Engine

To apply new parameters, you must restart the Al engine. In the WWVDS web interface,
navigate to Configuration > Engine.

s’ govcomm A Home & Configuration = Reporting @ About 0 Mon September 02 19:14:36 2024 Hi, admin Logout @
Detection Camera )
Engine Control NTP Processes and Logs
Wrong-Way
Name ) Server Address
Engine R time.google.com Command %CPU Mem(MB)
o " = -- :  Min Poll (sec) 8 v
serManagement T ed Kthreadd 0
Max Poll (sec) . 3
Maintenance e b feu_gp g 9
reu_par_gp 0 0
Confirmation Camera Aopy
KWOrKer/0:0-Cgroup_aestroy 0 0
kworker/0:0H-events_highpri 0 0
Signs System Health i N
CPUs Memory Misc File System core.log
20240902 19:13:00,125  core : [INFO ] : cam id 1 minutes 12 processi
cpus 6 Tota 71668 cpu 50562 Mount app 2024-09-02 19:13:00,185 - core : INFO | : cam id 2 minutes 12 processi
20240902 19:14:00,124  core : [INFO | : cam Id 2 minutes 13 processii
cPuo 36.7% Avallable 42068 oPU 51091 Tota 1161268 20240902 19:14:00,150  core : INFO | : cam id 1 minutes 13 processi
cPU1 39% Used 274GB Power 20W Used 2294GB
cPU2 34% Percentage 41.3% Som Orin Free 87.23GB
cpu3 Bos A603 Percentage 0
Sl Total ~
cPUS 1% o g000
Percentage

In the Engine Control pane, click Stop to halt the engine, then click Refresh to verify its
stopped status. Finally, click Start to restart the Al engine.

Following the Al engine restart (that may take up to 20 seconds), you might need to log out of
the WWVDS web interface and then log back in.

Test the Highlighted Signs

Navigate to Configuration > Signs in the WWVDS web interface. If no sign information is
displayed, click the Scan Signs button to view the connected signs status.

g’ Qo A Home £ Configuration £ Reporting @ About . ‘Wed December 04 15:30:07 2024 Hi, admin Logout @
Detection Camera
Sign V2

Wrong-Way

Engine Scan Signs :

User Management

Controller 1  Flasher2024, C2-1906202¢, 0102240724

21,0,
Temp: 27,6°C Voltage:

Maintenance
Confirmation Camera

UART NX
Signs

WRONG WAY WRONG WAY

No. LED (0/8) No. LED (1/8)
Current: 4 mA Current: 156 mA

Click the Test button to test the signs. The highlighted signs will flash for approximately 30
seconds.
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Maintenance Tasks
Reporting

The Reporting page, accessible from the top-level menu, allows you to search through the incident
database. You can filter events by start and end time, source video stream (e.g., optical or thermal
camera), and confirmation status (confirmed or unconfirmed). Confirmed events indicate the vehicle
passed the confirmation zone, while unconfirmed events indicate the vehicle changed direction before
reaching the confirmation zone.

g’ 9?‘!99[“!!3 A Home & Configuration = Reporting @ About . Wed December 04 15:28:23 2024 Hi, admin Logout @
WI'Ong-Way Start End Video Stream Rear Confirmation
2024-12-03 16200 - 2024-12-04 16:00 [} all v all v
DETECTIONS
No. Incident ID Gamera Event Start EventEnd Rear Confirmation Action
1 1311 1 2024-12.04 15:11:08 2024-12-04 15:11:13 No m
2 1312 2 2024-12-04 15:11:08 2024-12-04 15:11:13 No m
3 1309 1 2024-12.04 15:09:23 2024-12-04 15:09:28 No m
4 1310 2 2024-12-04 15:09:23 2024-12-04 15:09:28 No m
5 1307 1 2024-12-04 15:09:03 2024-12-04 15:09:08 Yes m
6 1308 2 2024-12-04 15:09:03 2024-12-04 15:09:08 m
7 1305 1 2024-12:04 14:51:32 2024-12-04 14:51:37 m
8 1306 2 20241204 14:54:32 2024-12-04 14:54:37 Yes m
9 1303 1 2024-12-04 14:49:36 2024-12-04 14:49:41 No m
10 1304 2 2024-12-04 14:49:36 2024-12-04 14:49:41 No m
236 records found, showing 1 to 10 at page 1 « 1 2 3 23 24 »

To view detailed information about an incident, including timestamps and associated images,
click the View button:

Notification Details

Time

2024-12-04 15:09:01

2024-12-04 15:09:02

20241204 15:09:03

20241204 15:09:04

2024-12-04 15:09:05

2024-12-04 15:09:06

2024-12-04 15:09:07

2024-12-04 15:09:08

2024-12-04 15:09:09

2024-12-04 15:09:10

Note: Depending on the software version, the Rear Confirmation filter may not be available. If your
project requires this filter, please contact GovComm for a software update.
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User Management
The Configuration > User Management page allows you to add and manage users who have
access to the system.

Edit User

Name

usert

Password

Operator

Backing Up & Restoring Your Configuration

Once you have confirmed that the system is functioning properly, it is important to export the
configuration settings for backup purposes. Navigate to Configuration > Maintenance and
click Export. Your browser will download the configs.zip file.

g, govcomm & Home & Configuration I Reporting @ About @ Thu December 05 13:09:48 2024 Hi, admin Logout @
Detection Camera
Import Configuration Settings Export Configuration Settings
Wrong-Way
. Import a saved configuration file onto this system to support the saved settings. Click Export to save your current configuration to your computer. It is recommended to export the configuration
Engine before Firmware upgrade or configuration modification.
J P,
User Management No file chosen : :
: ot [
Maintenance LA ;

Note: After importing a configuration file, log out of the system, then log back in

Confirmation Camera m

Signs Reboot Network Settings
System Up Time: up 2 days, 4 hours, 11 minutes [P Address 10.1.10.64
System Time: Thu Dec 05 13:09:49 2024 Subnet Mask

255.265.255.0
PC Time: Thu Dec 05 13:09:48 2024

Gateway
Click the button to reboot the device 10.1.10.1

DNS

Note: Please do not disconnect power or otherwise turn the system off while rebooting. 88838

Click here to simulate WW with 10 second delay Port Forward 5000

Note:  Changing IP address would cause device to reboot. Please access new IP address after change.

Troubleshooting Licensing

O video O image JSON Cpebug

Select license file to import

If you need to set up another system with the same configuration, you can import the previously
exported zip file: navigate to Configuration > Maintenance, click Import Configuration
Settings and select the previously exported zip file.

After importing the configuration, you will need to log out and log back in for the new settings to
take effect and the updated configuration to be visible.
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Wrong-Way Event Simulation

The WW button simulates a wrong-way event. This will activate the highlighted signs and
generate corresponding records in the Reporting menu and on the Home page.

q, govcom A Home % Configuration | Reporting @ About @ Thu December 05 12:30:17 2024 Hi, admin Logout @
Detection Camera
Import Configuration Settings Export Configuration Settings
Wrong-Way
. Import a saved configuration file onto this system to support the saved settings. Click Export to save your current configuration to your computer. It is recommended to export the configuration
Engine before Firmware upgrade o configuration modification.
User Management No file chosen

Export Export Device Compass

Maintenance
Note: After importing a configuration file, log out of the system, then log back in.

Confirmation Camera
mport

Signs Reboot Network Settings
System Up Time: up 26 minutes 1P Address 10.1.10.64
System Time: Thu Dec 05 12:30:17 2024 Subnet Mask
255.255.255.0
PC Time: Thu Dec 05 12:30:17 2024
Gateway
Click the button to reboot the device. fot101
DNS
Note: Please do not disconnect power or otherwise turn the system off while rebooting. 4444
Click here to simulate WW with 10 second delay Port Forward 000

Note: Changing IP address would cause device to reboot. Please access new IP address after change.

Troubleshooting Licensing

O video Oimage JSON Debug

Select license file to import -

The simulated wrong-way events will be labeled accordingly on the associated images.

¥ 1 AVFend - Home x |+ - a8 X

€ 5 @  ANotsecure 10.1.10.64:8000/home/ # B0 0

Notification Details

Time
2024-12-05 10:55:28
2024-12-05 10:55:29
2024-12-05 10:55:30
2024-12-05 10:55:31
2024-12-05 10:55:32
2024-12-05 10:55:33
2024-12-05 10:55:34
2024-12-05 10:55:35
2024-12-05 10:55:36

2024-12-05 10:55:37

Simulate WW
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About

The About menu item allows you to view and save a PDF file containing a detailed summary of
the system's configuration. This information is useful for reporting and archiving purposes.

Note: The software may take up to 30 seconds to populate the page with all WWVDS
parameters. Please wait until the information is fully displayed before saving the PDF file.

g’ ga\l@ rq A Home %X Configuration  |£ Reporting
About
Support
Contact Email

305-937-2000

support@govcomm.us

© About

@ Thu December 05 12:59:42 2024 Hi, admin Logout

System Detection 1 Detection 2
Current time : Thu Dec 05 12:59:43 2024 Model 1 GC-THO-D2530 Model 1 GC-THO-D2530
Uptime : up2days, 4 hours, 1 minute SIN : DBO50B SN : DBOS0B
1P : 10.1.10.64 RTSP 1 rispr/fadmin=***=*@10.1.10.77:554/snl/live/ 1/1 RTSP : rispi/fadmin:=******@10.1.10.77:554/snl/live/2/1
Mask i 255.265.255.0 Resolution : 1920x1080 Resolution : 1920x1080
ew T 101101 Frame Rate(fps) T 10 Frame Rate(fps) T 10
SIN 1 1424723040125 SunGuide 1 10.1.10.74:3004,http://10.1.10.74/govcomm:80 SunGuide 1 10.1.10.74:3004,http://10.1.10.74/govcomm:80
LaT 3531 Output Resolution T 70 Output Resolution 1 720
Jetpack 1 511 Total Nr of Pics @10 Total Nr of Pics 10
Part Number i 699-13767-0001-300 R 1 Nr of Pics after P 7 Nr of Pics after D7
P-Number : p3767-0001 Consecutive frames T4 Consecutive frames T4
Distribution :  Debian GNU/Linux 12 bookworm Distance between frames @ 2 Distance between frames @ 2
Power Mode T 200 Total distance : 20 Total distance : 20
Cuda 1 114315 Max Object Track 13 Max Object Track T3
Tracking Mode : centroid Max Distance 1100 Max Distance 1 100
Al version * v1.23_build:12052024_0 Max Time Disappear B Max Time Disappear B
Web Version © v.2.1.0_build:12052024_o
Other Configs Confirmation 1 Confirmation 2
WrongWay Mode : Single WW Model : FCd65T Model : FCagsT
Sign Hardware T wireless_v2 SN : KCOS05PAZ00ATT SN : KCOS05PAZ00477
Direct 12 RTSP o rspi/admin: T @10.1.10.95:554/cam/realmonitor? RTSP : rispi//admin:****=**@10.1.10.95:554/cam/reaimonitor?
GPIO Library : Jetson GRIO channel=1&subtype=0&unicast=trueproto=Onvif channel=2&subtype=0&unicast=ruesproto=Onvif
GPIO Direct Pin 129 Resolution 1 1280x720 Resolution 1 1280x720
RsU : Disable Frame Rate(fps) 210 Frame Rate(fps) 2 10
Enable Detection : tue Enable Detection e

SunGuide
Output Resolution

' 10.1.10.74:3004,hitp://10.1.10.74/govcomm:80
: 720

SunGuide
Output Resolution

' 10.1.10.74:3004,hitp://10.1.10.74/govcomm:80

: 720
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Appendix A. Configuring IP Addresses

To communicate, your computer and the system must have compatible IP protocol settings,
namely, they must belong to the same TCP/IP subnet.

Open the Run Window

The Run window is used to launch applications on Windows computers.

To open the Run window:

¢ Right-click the Windows Start button, e Or, if your keyboard has a Windows logo
then select Run from the pop-up menu. key (usually between CTRL and ALT in
P 3 the lower left corner), press Windows +

Installed apps

R on your keyboard (press the Windows
logo key and the R key on your keyboard
at the same time).

Mability Center
Power Options
Event Viewer
System

Device Manager

Network Connections

Disk Management
Computer Management
Terminal

Terminal (Admin)

Task Manager

Settings

File Explorer

Search

Run

Shut down or sign out >

Desktop

2@

You will see the Run window:

Type the name of a program, folder, document, or Internet
=/ resource, and Windows will open it for you.

Open: | ~

® This task will be created with administrative privileges.

0K Cancel Browse...
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Configuring Network Settings

Depending on your preference you can use:

¢ Windows Graphical User Interface (GUI) by following the instructions in the "Changing
Network Interface Settings Using GUI” section

e Or Windows Command Line Interface (CLI) by following the instructions in the “Changing
Network Interface Settings Using CLI” section

Regardless of the method you choose, the result will be the same: your computer’s network
interface will be configured to communicate with the system.

Changing Network Interface Settings Using GUI

Network interface parameters are set using the IP protocol properties window.

Open the IP Protocol Properties Window
Open the Run window as described in the “Open the Run Window” section above.

In the Run window, type ncpa.cpl and press Enter or click OK.

You will see the Network Connections window:

E‘ Control Panel\Network and Internet\Network Connections = O X
{) & 5 Control Panel > Network and Internet > Network Connections Y Search Network Connections P

Organize ~ Disable this network device Diagnose this connection Rename this connection View status of this connection ~ » -~ [ o

l“‘- ?Iudmoth Network Connection L__lm \gliljl L‘I‘. E‘r:‘:{::f@j o

lot connected
b4 g Bluetooth Device (Personal Area .. ntel(R) Wi-Fi 6 AX201 160MHz = ASIX AX88179 USB 3.0 to Gigabit E...

3 items 1 item selected

Il
O
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Right-click the Ethernet connection and click Properties from the pop-up menu to open the
connection properties window.

In the connection properties window, select Internet Protocol Version 4 (TCP/IPv4) and then
click Properties below the list of items.

4 Ethernet 2 Properties X
Networking Sharing

Connect using:

F ASIXAX88179 USB 3.0 to Gigabit Ethernet Adapter

This connection uses the following items:

E3Client for Microsoft Networks
P File and Printer Sharing for Microsoft Networks I

'VirtualBox NDIS6 Bridged Networking Driver
Npcap Packet Driver (NPCAP)

QoS Packet Scheduler

Wit ProtocorVerson 4 (TCPIPwd |

[0 4 Microsoft Network Adapter Multiplexor Protocol
» Microsoft | 1 DP Protocol Driver

- -

Install_.. Uninstall Properties
Description

Transmission Control Protocol/Internet Protocel. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K Cancel

Save Your Current Network Settings

After changing your computer's network interface settings, you may lose your Internet
connection. If you are using a GUI, write down the original settings, save a screenshot of the
network connection properties window on your computer, or take a screenshot using your

phone. To restore the original network settings, follow the steps in the “Restoring Network
Interface Settings Using GUI” section.
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Set the Recommended Network Settings

In the Internet protocol properties window, enter the settings and click OK (replace the
addresses with the ones that are relevant for your configuration, e.g. 10.1.10. 100 if you need
to connect to the main WWVDS unit, or 192.168.1.100 if you need to connect to the cameras).

emet Protocol Version 4 (TCP/IPv4) Properties
General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
© Use the following IP address:

1P address: | 192.168. 1 100 |
Subnet mask: | 255.255 .255. 0 |
Default gateway: | 192.188. 1 . 1 |

Obtain DNS server address automatically
© Use the following DNS server addresses:
Preferred DNS server: [192.168. 1 . 1 |

Alternate DNS server: | . . . |

[ validate settings upon exit Advanced...

Ok Cancel

In the connection properties window (shown above), click OK to apply the settings and close the
connection properties window.

Make Sure the Settings Have Been Applied
In the Network Connections window, double-click the Ethernet connection to open the
connection status window:

4 Ethernet 2 Status X
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 00:02:56
Speed: 1.0 Gbps
Activity
Sent ‘\"._ Received
Bytes: 459,657 498,881
'yProperties -,Disahle Diagnose
Close
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Click Details to check that the Ethernet network interface has the recommended network
settings:

Network Connection Details x

MNetwork Connection Details

Property Value

Connection-specific DM...  lan

Description ASIX USB to Gigabit Ethemet Family Ada|
Physical Address 80-60-97-0F-58-88

DHCP Enabled No

IPvd Address 152.168.1.100

IPv4 Subnet Mask 255.255.255.0

|Pv4 Default Gateway 152.168.1.1

IPv4 DNS Server 152.168.1.1

IPvd WINS Server

MNetBIOS over Tepip En...  Yes

Link-ocal IPvE Address fe80:e¥1bba7:62cc:9184%42
|Pv6 Default Gateway

IPv6 DNS Server

Close

Click Close to close the network connection details window.

Click Close once again to close the connection status window.

Disabling Windows Firewall Using GUI

It is recommended to disable Windows Firewall during system configuration.
Open the Run window as described in the “Open the Run Window” section.
In the Run window, type firewall.cpl and press Enter or click OK.

You will see a Windows Firewall control panel similar to the following:

@';l' Control Panel\System and Security\Windows Defender Firewa - [}
- @'ﬂ' <« Syste... » Windows Defender... w &) Search Cantrol Panel o

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall .
. v Private networks Mot connected
®, Change notification settings
% Tum Windows Defender . v Guest or public networks Connected ~
Firewall on or off
") Restore defaults Metworks in public places such as airports or coffee shops
Ad d setti
% Advanced settings Windows Defender Firewall state: On
Troubleshoot my network
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public networks: = 62
Motification state: Matify me when Windows Defender Firewall blocks a
See also nEwapp
Security and Maintenance
Metwork and Sharing Center
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Select Turn Windows Defender Firewall on or off on the left and configure the firewall settings
as shown in the screenshot below:

< ~o :1'_-3“ Wind... » Customize Settings i &) Search Control Panel o

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private network settings
v (2 Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps
Matify me when Windows Defender Firewall blocks a new app

g © Turn off Windows Defender Firewall (not recommended)

Public network settings
v (2 Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Motify me when Windows Defender Firewall blocks a new app

g © Turn off Windows Defender Firewall (not recommended)

OK Cancel

Click OK to save settings.

To enable the firewall, follow the steps in the "Enabling Windows Firewall Using GUI" section.

Changing Network Interface Settings Using CLI

Open the “Run” window as described in the “Open the Run Window” section.
In the Run window, type cmd and press Enter or click OK.

You will see the Windows command prompt window:

ER Administrator: CA\WINDOWS\system32\cmd.exe = (] x

List Available Ethernet Network Interfaces
To view a list of Ethernet interfaces available on your computer, type the command and press
Enter:

netsh interface ip show config | findstr "Ethernet"
Be sure to enter Ethernet with the first capital letter.
Depending on your computer configuration, you will see output similar to the following:

Configuration for interface "Ethernet 2"
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Make a note of the network interface name. In the example above it is Ethernet 2 (case
sensitive), but it may be different in your configuration. In the next steps we will use this name to
configure your computer's network settings.

Save Your Current Network Settings
After changing your computer's network interface settings, you may lose Internet connection.

Once setup is complete, you can apply your computer's original network settings to restore
access.

To save your current network configuration, use the command:
netsh -c interface dump > <drive_letter>:\<path>\<settings file>

For example, to save the network configuration to the file original_ip_config.txt in the root folder
of drive C:, run the command:

netsh -c interface dump > c:\original_ip_config.txt

To restore the original settings, follow the steps in the "Restoring Network Interface Settings
Using CLI" section.

Set the Recommended Network Settings
To set network settings, use the netsh command:

netsh interface ip set address name="<interface name>" static
<computer_ip_address> <subnet_mask> <gateway_ip address> <gateway metric>

To configure an interface named Ethernet 2 with a static IP address of 192.168.1.109, a
subnet mask of 255.255.255.0, and a default gateway of 192.168.1.1, run the command:

netsh interface ip set address name="Ethernet 2" static 192.168.1.100
255.255.255.0 192.168.1.1 1

Or you can use a simplified version of the command (without specifying the gateway):

netsh interface ip set address name="Ethernet 2" static 192.168.1.100
255.255.255.0
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Disabling Windows Firewall Using CLI

It is recommended to disable Windows Firewall during system configuration.

To disable Windows Firewall, run the following commands:

netsh advfirewall set domainprofile state off
netsh advfirewall set privateprofile state off
netsh advfirewall set publicprofile state off

To enable the firewall, follow the steps in the "Enabling Windows Firewall Using CLI" section.

Restoring Computer Settings
Restoring Network Interface Settings Using GUI

Open the Run window as described in the “Open the Run Window” section.
In the Run window, type ncpa.cpl and press Enter or click OK.
You will see the Network Connections window.

Right-click the Ethernet connection and select Properties from the pop-up menu to open the
connection properties window.

In the connection properties window, select Internet Protocol Version 4 (TCP/IPv4) and then
click Properties below the list of items.

In the Internet protocol properties window, enter the original settings of your computer’s network
interface and click OK.

In the Network Connections window, double-click the Ethernet connection to open the
connection status window.

Click Details to check that the Ethernet network interface has the original network settings.
Click Close to close the network connection details window.

Click Close once again to close the connection status window.

Enabling Windows Firewall Using GUI

Open the Run window as described in the “Open the Run Window” section.
In the Run window, type firewall.cpl and press Enter or click OK.
You will see a Windows Firewall control panel.

Select Turn Windows Defender Firewall on or off on the left and configure the firewall to turn
the firewall on.

Click OK to save settings.
Restoring Network Interface Settings Using CLI

Open the Run window as described in the “Open the Run Window” section.

In the Run window, type cmd and press Enter or click OK.
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You will see the Windows command prompt window.

To restore the original network settings, use the command:
netsh exec <drive letter>:\<path>\<settings file>

For example, to restore the network configuration from the file named c:\original_ip_config.txt,
run the command:

netsh exec c:\original ip config.txt

To configure a network interface to automatically obtain an IP address from a DHCP server, use
the command:

netsh interface ip set address "<interface_name>" dhcp
For example, if the interface name is Ethernet 2, run the command:

netsh interface ip set address "Ethernet 2" dhcp

Enabling Windows Firewall Using CLI

To turn on Windows Firewall, run the following commands:

netsh advfirewall set domainprofile state on
netsh advfirewall set privateprofile state on
netsh advfirewall set publicprofile state on

305-937-2000 | support@govcomm.us | govcomm.us Page 28/32
Copyright ©2025 Polara Enterprises, LLC, All rights reserved


http://www.govcomm.us/

. govcomm 350-163
A SynapselTS” company
Revision A 10/15/25

Appendix B. Updating Passwords for Bi-Spectrum

Cameras

Using the DeviceManager Application
Open the DeviceManager application and click Refresh. You will see a list of bi-spectrum
cameras on your network:

Lﬂ DeviceManager V1.0.0.0 20201225

Total number of online devices: 1 The number of selected devices: () r- smg- EBatch Modify IPs Batch Upgrade —| English

nnm-l

1 GC-THB-6/13 192.168.1.64 2552552550 19216811 60:95:cexIc00:56 KAD435PAZO0022 1.024.0000.0R 20240122 7 &

In the DeviceManager application, in the Operation column, click on the pencil icon and in the
Modify network parameters pop-up window.

Update the administrator password for the camera (the default username is admin, and
password is GovComm1!).

If necessary, you can update the network settings: IP address, subnet mask, and gateway.
Click Modify to save the changes.

Click Confirm in the Information pop-up window. You will see the updated camera settings in
the DeviceManager application.

305-937-2000 | support@govcomm.us | govcomm.us Page 29/32
Copyright ©2025 Polara Enterprises, LLC, All rights reserved


http://www.govcomm.us/

. govcomm
A SynapselTS" company . e
Revision A

350-163
10/15/25

Using Web Interface

Enter the bi-spectrum camera's IP address in your browser to access the login window:

Bi-Spectrum Bullet Camera

When connecting to a bi-spectrum camera for the first time, use the default credentials:

e Username: admin
e Password: GovComml1!

You will see a pop-up window asking you to change the default password:

Click OK to save the changes and open the camera's web interface.
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If you need to change the password later, in the web interface, navigate to Setup > System >
Account and in the list of users click on the pencil icon in the Modify column:

Playback

Online User

Modify User x

UserName admin v
@ Modify Password (O Modify Infomation

Old Password

Click Save to save the changes.
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Appendix C. Recommended Video Settings for Bi-

Spectrum Cameras

In the camera’s web interface, navigate to Setup > Camera > Encode Settings. On the Video
tab, configure the first channel (Optical) of the bi-spectrum camera as shown on the screenshot
and click Save.

‘Camera

4 Conditions

4 Encode Settings

Network
Event
Radiometry
Storage

System

Playback

Main Stream

Video Codec
Smart Codec
Recolution

Frame Rate (FPS)
Bit Rate Type
Quality

Reference Bit Rate
Max Bit Rate

1 Frame Interval

B Watermark Settings

Sub Stream
B Enable
Video Codec
Resolution
Frame Rate (FPS)
Bit Rate Type
Reference Bit Rate
Bit Rate

1 Frame Interval

D1 (704*480)

@5-150)

On the Video tab, configure the second channel (Thermal) of the bi-spectrum camera as shown
on the screenshot and click Save.

Camera

4 Conditions

4 Encode Settings

Network
Event
Radiometry

Storage

System

Playback Report

Main Stream

Video Codec
Resolution

Frame Rate (FPS)
Bit Rate Type
Quality

Reference Bit Rate
Max Bit Rate

1 Frame Interval

B Watermark Seftings

u,
g
Y

XVGA (10247768) v

]
& z
&
z
i
‘
< <

<

U
R
H ° H
: H
g
3
< <

(10~150)

Sub Stream

W Enable
Video Codec
Resolution
Frame Rate (FPS)
Bit Rate Type
Reference Bit Rate
Bit Rate

1Frame Interval

H264H

640x312 (640%312) v

CBR

256-1792KbiS

(23~150)
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